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1. Data Encryption Standard



Yo ASad Casiel

o ¥ KT e Liq Ri,
ATLLTE - LT L
Y |
%‘ _’| ¥y A Y )‘Jk‘. A A A | ‘
4 . Li1 @ 1(Ri4, Kj) |
_—>| PR |
| Y ;7 A4 ;A-J;}\L ¥y |
ST oo
YR QU == =
(i) ()

DS54 b ye Sl (@) o sl (G ouls 5,1 5e, lnlid VA JSid
2l o XOR (slins 45 cooal 5yl S5 (b0 4 + cadle

S Sl O e 2 08 (il SO0 S sl LSS slaws 4 sl S
gl sl - A &&Mﬂ& o OF o;b" A 53 35k e o) Al K sl
, 355 o (Permute) iy 9 s s

o3 ol 5 e 03Ul DES 038 50ais 8 gl | oSk ol 4 g, Sl Bl e
Sl SOT 51 L) cwl/«ul} Sy e b e = PY Bslar uls S 05 S XOR - el
35 Ok WS Slbes gl > p}q-t,:@ Sole 4 8 s .(m;’&gl ol sy 1y
S 4 St s Sh) opl D (ABL adls (i gl S 55 eansiil s ST)
S o (3L sl Ol ST lad 5o melr (i I S s Bl S b slac
ol ) 35 eliiel LSS (65t IS 5 aSL s (sl 8 Al anls g S e
/ (ofs 35 5 S e 1S K, s S

) el 035y Wslomn 5 oy (231 bl 3 S g5 ,5 15 S5 oS (55, Oles SIDES s,
Sl ol b o IBM a5 sy S 5 4Bl dnen i oy S 8 35 i) Shos

1. Whitening 2. Lucifer



plid Jad VP

Jods s oS o 5 S e eslinal 2o VYA USG5l o - 0F AlS gbr 4 IBM 5, &S
L IBM (25 5 edid guaik slas )8 sl o) S sslea)lbilind & anal odowte DL
s> 633 NSA 3l 58 (e il LS NSA L gybpn " s 5 o’ 42 "oy
53 olidze, 5 Ol awsie LSS sliwd cp iy 5 ol U 2nSd 3 sdoute L)
IS |y adda) ) 55 ge 3 4 ol (e SABTNSA Ll s ls Sl s 1 oler

Sol ole 4 b a5 S NSA 5

(5,1 54 Jw.‘slj O=2r) No Such Agency il g
S e (e ol u,,;\jf) National Security Agency <« 545 S NSA a5 adll

o 5303 EAIS oy OF 4 oy VYA S LIS TBM o3 855 b i SOT 51 s,
S5 ol 4 IS b 45 Ws S sl g3y 5l A ls &5 o L DES ol b aul 3 s S
S 5l S Gl g b6 s oble &= Ll iy |y DES Wil g NSA &5 il Jials
& a5 <iS TEEE o blas| L NSA OlS)S 51 S oS sls G 1, LS opl &lys NSA
IS8 Sea e JL" S ol kS W 1 5, ool e b 15 ) oS
35 SIS 5 4 NSA

(\avY) Hellman ; Diffie glapl 4 5, gzl 5 &Ky Kimss 95 AV Jle s
ol Ol Y5 Osabis Yo L aS 55 opl OLE Sl 5 L3S > b DES 2 gl dle
il b O b e Sy e 5 ST e 51 S S 65 0 035 L oetle ol ol
b opl sl 5;@ My 1 S 555 ) Gk a3 270 L sl LSLﬂ-" &l s 585 Gt
YRR )'\J:AS{)TQ;'-L» Ga9 A 5 s g0 459 3 3,05 35 u‘f“;t‘;u"": sl 0l VL“:
(Yorf O, s s Kumar) el
'4Faw DES

5 Sl oS 03101 31 Liw DES S Jgb oS s 4 g IBM oS3 V4VA Jle Ll '

s o) (04V4 Tuchman) 5 S ¢loul 8w (518 0, 3l ealinal L O e bl gl s
33 31 brpl 3wl sdelys geas w AA IS 3 ol el 8732 Ll 3 lilenl s oS
LIS L 5 DES Sl esle (goslinad b ST 2o lJsl (sl o 53 1358 o oxlizul al> o 4 5 S
LS Olge 4 Ky Sl eslinal b5 (5ol 5 350 53 DES (s sl o 53 580 M8 50, K
b pll Ky b Sos DES G850, K 2T sy, 0L

5331 b WS aw br 1 SOT gl 35T e o ‘U./b e 53 o~
EDE ;I (5,138 50, 5,188 50, 5,188 50,) EEE (sbr 4 | S0 p5> 9358 o0 oslinal IS

1. Triple DES 2. Encrypt Encrypt Encrypt



Yv ASad Casiel

Ky Ko Ky K4 Ko Ky
p—e}—fo—{e—c  o—o}—{e}—o}—r
(i) ()

(ol (@) - DES 3l soliie b 6l 5,150, () A-A Jsi

rrokSL e a8 ol O WS 55 3 eslizal s §5 55 e eslizal (a8 505 g5 30y 6135 50 )
5 ) il e o3le (oolas slad S gl b s WY S Wl e e 0L,
S VAl 4 38 (-5)5;6“3 g o 5 Sl e 03 DS O 505 Ol
4 o 2 05 350 S 1l & R IS S o 53 35 Saa et e e S e
&S e LS|

DES (slapiocr b )5k Slomlosbe (518 505 05ks3 5 el 500 ol 505 W3
S s sazme ol GBI (ools e mU e 5 IS pes b b s s S - S
Lol dies LS (gbiad 8 Blod a0 3l 5n ol () 50y 0 abais 31 dtzes 2o = £F slasl
Ll o LS o o3linn] S8 (18 505 5l 45 (5 5 50slS 355 o3zl EDE 31 EEE sl 4 S|
s 3K =Ky e IS 5 a1 Bl S e eslized S5 65108 50, 51 45 (55 peslS L
Coat] ;5.3} o) 555 DES U,va\;- Tk & G das o o3l a8 505 @ ijw o
Al Ol 4 gladdle Jalf.\i.;l: AL 5, Sl BL ke 5 IBM 6l o sabs

43,@; ‘5)‘:»/'}0) é)‘&&u‘ — AES Y—Y_A

-

(a3 )1kl o (§dmmms 30) NIST £8aus DES U = «idsis sas OLL « DES 0 s L
el ghuakl slas )8 gl A LS)&)‘) Skl S g S5 S )f:*’ (st 5
L35Il g 5od J stes 45 ool sibmza ST sl Sl s & bgea owdl3TNIST) 5505 5L
L DES Glbl 53 45 b 51 MalS NIST (st o (Al s sidoeze VLI s s (sl
S S A e el B |y g syl ST el e o w5 2p 2L o
ol i 53 SONSA &8 58 dalg dl s ik andls (K55 sosbos (oMb
BNSA Lo 5 558 (6,18 pu, bl o) L oS T a ol ol ety sl 5yt 51
33,5 dalgs sl skl ol 5l S ma Yol (a3 s dales 0kl
Wby dal g o LIS (g s bkl
i > B0 VOl Gy 4 Camd slie SIS 5,05 NIST (L5 e
N ﬁ‘,»; OS5 V44V Jle s 513 03 .50, (3 2uls)) 31 Jbe cules 23 S

1. Encrypt Decrypt Encrypt 2. National Institute of Standards and Technology



pltia Juad YA

opes (4t )18 50,5 3,0ka) AES ol 4 e skl S sl 0lisbag b sail
) S S EYVRCER WSTR[ BTN
Al Ol 55314. PSRENPERPURIEY VI
AL poses s BB Aol JS b Y
Lpd Cales sl e YO 5 DAY OYA Jsb 4 slands ¥
Al Lol sl oo ol IS (5Ll -2 nglj-,élr)} &Sslwesly - ¥
S8 0 S Gome bl g s SOTL AL pgas o ies BB amlor o, 51 0
b Ji-lig‘bﬁ'" g sl ﬂTua.:x_Jﬁo

&SI oT s oz b nl & W5 S LIS 0 ol ases Gla il iS5 Ldd €1l i b o3l
AN e ST s S g 1 laz b ol OV B s axal o Sl 3 015l Sl 5 L
il ol 5 s iyilan ((Sale (a5 oul sher » bdes «uls 2y NIST
5 RS LIS e Gl ES el bl ) (Ll Caeal S5 saptens gl 4S)
A el (g i Sl a8 G

Joan Lo 55 oi 4151) (Rijndael) Jlis, a5 5 S pk;\ NIST (gt g0 Yoo Jl ST s
ol ok a3 S 0T Wge slul 51 Jlis Pl el ol s 55 »» (Vincent Rijmen 3 Daeman
L s b edowte VLI g3 ABS sjlubiad a0 Lds Jlas, Yoo) wly 55> Daemen + Rijman
©p B0k Dsk )&-“L"{)L:‘“-i B, &S 0T s S S Y geslad 4 5 FIPS Ol gis
) s g e S5 (S3h Ol S50, 53 5ol p o8 oS i ool 5 ) (25 e S
dlas,y 8 ad cel sl ol Cjb gl cle 4 Sy NSA bl culs ) ol ks 55 A
Sb e 0sSTAES (gl ey 5 oS 5e, s Oler L3 5 85)L<.’}“) S kS
Wl (sl a3le) Wsoi3ls 305 31 s 6l ol gt (545 pocres

Calom [y i = YV (slapls 55 o YOP B gy VYA 51 S5k el 5 LalS I b it
LS o jaseio AES gy ol b lipd Ol S 0815 o S Jsb 5 S Job S
LT s pshae 5l o YOF L QY VA 2ol S b 5 o VYA 2l Sk o310 oS
Lo = VYA Sl G ingls 43S 55 AES Ses 1 ot b S eslinud 2y )AY glanls oS
(s =TOP S S L e VA S S e A LS S

rl oL Jleasl w5 wiS o 2 LOTANYA Sl lais o, 5831 L Olas, g 2
lalS gl sl 27230 107 olad S w S\TA IS G L3 sl (il g 30

1. Advanced Encryption Standard
" Jlyeé Sledbl sl o lailusl" - Federal Information Processing Standard .Y



Y4 ASad Casiel

Lo slse olishsy bk SO L ile ol NSA ST o s e 13 Olejlas] s
S s il sl 1 S S oL Ul 4t e s edisla e aSeosb 4 S e
sli haels iy s Ol 0T By gt Ll S (gl i U aiS e b JLa 10"

!,\;;nj,-q@.;:));ﬁ\)mic,,,;%sﬁuwpr;f,

Jhi
O el S Sis iy ol s ol sl | G M sl glun  dlazy; (o2l e
5 C ols o IS Olge a1y i,y 0155 oo «Dldly S 4 55,55 O adlcd OUT LB
S PR

1y Bl i s S e esbizd 65lelouls 5 s3lecn ;Kole 31 DES diles 5o Jids
GBS gy Ll sl 35l Ko Ssh o3l 5 S o3Il & il sl 55 e S
2 VE L SHL o 385 5 S 585 Gl a5 el Ve YA gL L e YA
3L WL Il 3 o s s s o 3leesly SOT (sl DES G, Ll e e
Al 0l 0315 A=A IS s S 51 IS lea S Lsd o Jlesl Lol <=Lg3 Sy Slles ¢LJ
SIS il 05 L LUl s g glaissleesly ol £ 503 gl IS ol oS AL axdls g
3540 SO 3l da (sensitive memory) ool gabbl>- 05 S 4o Yo Las oo (ab.u'l (S s
Aoled axl e (Y0 ) 0) O, 5 Ferguson « o,b ol 53 sladls gl 5,8 o 5l 3 esla

#define LENGTH 16 /* # bytes in data block or key */
#define NROWS 4 /* number of rows in state */
#define NCOLS 4 /* number of columns in state */
#define ROUNDS 10 /* number of iterations */
typedef unsigned char byte; /* unsigned 8-bit integer */

rijndael({byte plaintextLENGTH], byte ciphertext{LENGTH], byte key[LENGTH)])
{

intr; /* loop index */
byte state[NROWS][NCOLS]; /* current state */
struct {byte KINROWS][NCOLS];} rkifROUNDS + 1]; /* round keys */
expand_key(key, rk); /* construct the round keys */
copy_plaintext_to_state(state, plaintext); /* init current state */
xor_roundkey._into_state(state, rk[0]); /* XOR key into state */
for (r = 1; r <= ROUNDS; r++) {
substitute(state); /* apply S-box to each byte */
rotate_rows(state); /* rotate row i by i bytes */
if (r < ROUNDS) mix_columns(state); /* mix function */
xor_roundkey_into_state(state, rk[r]); /* XOR key into state */
}
copy_state_to_ciphertext(ciphertext, state); /* return result */

}
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Dear Dean Smith,

This [letter | message] is to give my [honest | frank] opinion of Prof. Tom Wilson,
who is [a candidate | up] for tenure [now | this year]. | have [known | worked with] Prof.
Wilson for [about | almost] six years. He is an [outstanding | excellent] researcher of
great [talent | ability] known [worldwide | internationally] for his [brilliant | creative]
insights into [many | a wide variety of] [difficult | challenging] problems.

He is also a [highly | greatly] [respected | admired] [teacher | educator].
Hisstudents give his [classes | courses] [rave | spectacular] reviews. He is [our | the
Department’s] [most popular | best-loved] [teacher | instructor].

[In addition | Additionally] Prof. Wilson is a [gifted | effective] fund raiser. His
[grants | contracts] have brought a [large | substantial] amount of money into [the | our]
Department. [ This money has | These funds have] [enabled | permitted] us to [pursue |
carry ouf] many [special | important] programs, [such as | for example] your State 2000
program. Without these funds we would [be unable | notbe able] to continue this
program, which is so [important | essential] to both of us. | strongly urge you to grant
him tenure.
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Dear Dean Smith,

This [letter | message] is to give my [honest | frank] opinion of Prof. Tom Wilson,
who is [a candidate | up] for tenure [now | this year]. | have [known |worked with] Tom
for [about | almost] six years. He is a [poor | weak] researcher not well known in his
[field | area]. His research [hardly ever | rarely] shows [insight in | understanding of] the
[key | major] problems of [the | our] day.

Furthermore, he is not a [respected | admired) [teacher | educator]. His students
give his [classes | courses] [poor | bad ] reviews. He is [our | the Department’s] least
popular [teacher | instructor], known [mostly | primarily] within [the | our] Department for
his [tendency | propensity] to [ridicule | embarrass] students [foolish | imprudent]
enough to ask questions in his classes.

[In addition | Additionally] Tom is a [poor | marginal] fund raiser. His [grants |
contracts] have brought only a [meager | insignificanf] amount of money into [the | our]
Department. Unless new [money is | funds are] quickly located, we may have to cancel
some essential programs, such as your State 2000 program. Unfortunately, under
these [conditions | circumstances] | cannot in good [conscience | faith] recommend him
to you for [tenure | a permanent position].
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| hereby certify that the public key

19836A8B03030CF83737E3837837FC3s87092827262643FFA82710382828282A
belongs to

Robert John Smith

12345 University Avenue

Berkeley, CA 94702

Birthday: July 4, 1958

Email: bob @ superdupernet.com

SHA-1 hash of the above certificate signed with the CA’s private key
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1. Certification Authority 2. Bind 3. Principal
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1. Man-in-the-middle attack 2. Bucket brigade attack
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